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Whe Puts the 'Industrial’ in Ethernet?

Switches, routers, hubs, gateways, connectors, and other Ethernet hardware have
been industrially hardened to take what manufacturing can dish out.

Mark T. Hoske, Control Engineering
Control Engineering -- June 1, 2007

Inclustrial Ethernet hardweare can take plart-floor

punishmert without pampeting in enclosures, allowing Sidebars:

sharter cable runs with simpler distributed (rather than Industrial Ethernet: Switches,
centralized) designs, and higher relishilty than
commercial-level Ethernet switches, routers, hubs, Incustrial Ethernet expands
gatesways, and connectors. Industrial ratings (such as networking glabally

MEMA 4 or IPEY and heyand) applied to Ethernet Direct connection: Smarthiator to
hardware mean that equipment can handle temperature Ethernet

extremes (az much as -4010 85 °C), and even liguid

and dust, and maintain relisble performance for years

hubz, gateways

If commercial Ethernet devices are relisbly enclozed and cooled, that might be enough to preserve
reliabilty. Beyond that, higher costs for induztrial design will cut dowen on mean time between
failures, pozsibly preverting & process interruption or data lozs. | all depends on the application.
Cizco Svstems Inc., for instance, while wel-known in various network application spaces, is
among companies that reslize that industrial environments poze rugged challenges . Cisco forged
agreemerts with Honeyweell and Rockwell Automation, who have greater understanding of
cuztomer needs in proceszs and dizcrete manufacturing operations.

Industrial wrapping

Enclozures can work wonders, admits Tom Edweards, senior technical advizor, Opto 22, Edwards
contends that installation is mainly “what makes Bthernet hardvare suitable for industrial
environmerts... . Mozt of the ofi-the-shelf equipment iz perfectly suitable for industrial installation i
it can be protected from the novmal bumps and scrapes . inthese types of settings. Most of the
exira cost of industrial’ equipment iz the packaging added to keep it from being damaged and to
make i fit in & 19-in. rack."

To make an Ethernet device industrial, savs Greg Paukert, product manager, Tyco Electronics,
using impact resiztant plastics and rubber materials "seals against many chemicals including water
to give the product & 10-to 20-vear performance life." Connectors that use & positive locking
coupling svstem ensure the interconnection iz "fully-engaged and propetly mated " Paukert adds.

When people think of industrial grade, they think of hardware that can aperate under the harshest
condtions, sayvs Chris Harriz, communications product manager, AutomationDirect. Yarious
standards apply to making Ethernet industrial.

"Inclustrial hardware is expected to operate propetly even when subjected to extreme
temperstures, power surges (IEEE-472), extreme vibration (IEC 63-2-6), and when in hazardous
locations [UL 1604, C54 C22 20213 (Clazz 1, Div. 21)," Harriz says.

Howy often a switch iz expozed alzo makes & difference, says, Richard Hutton, automation product
manager, Schneider Electric Morth America. "It & switch or cable iz being accessed frequertly, a
maote rugged connection point of device iz reguired "



Signal interference

Skip Hanzen, W0 systems product manager, Beckhoft Automation, explaing that a "noisy
environmerd may ke one vwith welders, variable frequency drives (VFDs) and induction heaters.
The switches used should have the ahilty to be mounted in & control cabinet or stand slone. Inthe
caze of stand-alone, switches cerified to the IPET protection class should be conzidered "

Cther contributars to industrial electrical noize include =olencids, motors, and maotion controlz, says Larry Komarek, Phoenix Cortact automation product manager, Americas
Buziness Unit. "Induztrial Bthernet devices designed to the IEC 61000-4 zeries of specifications have twato three times higher electrical noize immunity than commercial
devices, which are typically designed to the EN 25024 and S0052-1 specifications," Komarek says. Paukert from Tyco says expects more use of "shielded, plated plastic
receptacles for =200 dowen shield effectiveness "

Hardened cabling

Whether netweork devices are distributed and exposed, or centralized and enclozed, "commercial offthe-shelf (COTS) Ethernet cabling and connectivity are nat tough
enough to withstand these stressors and continue to deliver the zignal transmission perfarmance required for automation and control networks," savs Frank Koditek,
Belden industrial market manager. Within & plart, Koditek swarns, networking compaonents, as wel az their cables, may be expozed to temperature extremes, sunlight,
solvents, oilz, moisture, and chemicals.

They're also subject to mechanical strezses on cables from excessive pulling, and the risk of abrazion, cruzhing or cut-through resutting from plart floor activities .
Category 6 or Se Ethernet cables avoid "classic netwark failure scenarios, from incremental damage and performance degradation, to intermittent operation, to catastrophic
failure," Koditek sayvs.

Connectors, network failures

Connectors matter, as well. Ed Mabrotzky, general manager, industrial communication, Woodhead Industries, savs, "Almost 70% of network failures happen becauze of g
mechanical failure invalving the cabling and connectors. Things can be jarred loose, warn out, impropetly installed after 5 shut down, or even severed after being driven
over by & forklift. Commercial grade cables and plastic connectors simply aren't made to withstand the sbuze present on the factory floor " Special materials and design
techniques create rugged products that can survive industrial conditions, Mabrotzky says.

Some off-the-shelf RJ45 connectars perform adequately when tested against the recognized shock and vibration specifications; others do not, savs Brian Oultan,
matketing manager, LogixMetling Business, Rockwell Automation. "Many industrial Bthernet standards slzo recognize IPES and IPEY environmentally sealed connectors
(for example, M12) that are effective in many industrial applications " Oulton savs.

Tougher protocols inside
In addtion to hardened devices, cables, and connectars, plant-floor applications slso can reguire industrisl protocals running over Ethernet phrysical layer.

Choice of protocols "depends on the nature of the automation equipment in a particular locstion " says Brian Tutar, product manager for Lantronix, "howeeser the most
commonly utilized protocols in industrial environments are Modbus TCP, BtherMetiP, and Profingt. [ Control Engineeting pravided research on Industrial Ethernet protocal
uzage in the December 2006 izsue.) "Typical rugged characteristics of Bthernet protocols include: wide temperature (-40 to 70 *C), high shock and vibrstion tested, electric
izolation and FM Clazs 1, Div. 2 approval for hazardous locations " Tutor sayvs.

Rockwel's Outon suggests that industrial Ethernet protocols and connected products should cortain appropriste ervor checking and disgnostics to take action if
communications iz in-errar of interrupted. "For example, many protocols cortain checksums and appropriste acknowledgement to ensure timely and relisble data delivery,
and many 10 products are designed to move to & uzer-zelected value if communications stops " Outton says.

Switched Ethernet cuts collisions

Today's awitched Ethernet has moved past prior izsues with communications refiabilty and performance, according to PaulYWacker, product manager, Advantech Inc.
"Metweork contention issues (caled colizions) have vidually been eliminsted with the use of Bthernet switches, which inteligently forvard messages from one device to
another, enzuring deterministic performance," Wacker save. "Magnetic coupling and differential signaling utiized by 10400 Baze-Tx Ethernet reduces communications
dizturbances caused by differences in ground potential between devices and external EMIRFI sources. For additional levels of protection, fiber optic cable should be
Lzed"

Schneider Electric's Hutton likes industrial Ethernet hardware designs that incorporate added security of redundancy measures to keep a system up and running, such as
the uze of rapid =panning tree functionality, individual IP address fitering and the use of fiker aptic dual cabling.



Installation, maintenance

Becausze industrial Ethernet iz rapidly becoming the primary realtime netweork within and between automation control systems, Phoenix Contact's Komarek says, network
infrastructure products often are supported by the plant floor personnel who support the control systems, "Software configurstion interfaces , wiring and mourting
arrangements must be similar to the PLOPC-bazed control systems they are supporting " Komarek savs. 'In(T-hased systems, software configurations are made in DO%-
like text screens. Industrisl options such az memaory modules, disgnostic displays, ete., sllow installstion by plant personnel without access to laptops. IT devices rely on a
central supervizory conzole to disgnoze system status "

Self-zerve design iz an advantage, adds Hutton, when “industrial Ethernet syvstems are being designed for minimal upkeep with simple taols and interface methods like VWb
brovwser viewes for data and configuration. Plant mairtenance personnel can maintain and monitar the system themselves, rather than waiting for an IT professionsl for
azsiztance "

Mounting expediency iz another reazon to go industrial, savs Moxa's Lee. Industrisl Bthernet switches are often housed in rugged metal enclosures using DIN-rail or panel
maounting options, he says, while most commercial switches cannat mourt conveniertly inside control panels without the inefficiencies of huilding & shelf and strapping the
unit in place. Alzo, Lee adds, industrizl grade equipment often has an alarm contact, which could help avoid or minimize downtime.

Capital versus Iifecyele costs

Sometimes people select commercial products because of lower capital costs. Lifecyole costs can make an industrial design worth the investment when environmentsl
tactors cause more frequent replacement of commercial products.

Companies with capital cost constraints no longer have to choose lovwer-cost commercial products that are less rugged, suggests Larey Winchester, business
development mansger, Ethernet Direct. "Many companies are uzing commercial switches or unmanaged industrial switches due the high price of industrial managed
switches. Bthernet Direct haz lovwered the cost of Industrial Bthernet products up to 40% compared to other induztrial brands without sacrificing quality, relishilty, and
performance," Winchester savs, by automating comparizon, selection, guotation, and ordering. Online support and extensive industrial Ethernet reference libraries provide
& high level of support, he adds.
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Industrial Ethernet: Switches, hubs, gateways

Inciustrially hardened Ethernet products abound, and numerous technical papers and spec sheets describe essential sttributes . In addition ta the resources listed here,
find more linked to this article at weasw controleng.comiarchive for June 2007,

Industrial Ethernet expands networking globally

Incuztrial technologies are helping expand the world's 1.7 bilion industrial wireline netwoarking infrastructure market, according to a Yenture Development Corp. (YDC)
research study. "Industrial Metwarking Global Market Intelligence Service projects the global market for network infrastructure products shipped for uze in industrial
facilties will increase at almost 2 25% compound annual groeth rate (CAGR) through 2001,

0f three regions in the research (Asia-Pacific Europe, Middle East, Africa; and the &mericas), the highest overall market groweth rate through 2011 is forecast for Azia-
Pacific. Inthe markets studied, much of thiz investment iz being directed toward Ethernet-hased networking products.

Inciustrial netwwork shipments to Azia-Pacific markets were $295 million in 2006, Of that total, T6% were products for Bthernet networks, and the Ethernet share iz
forecast to increase to over 81% of a 1 kilion market in 2011, These are the highest Ethernet shares among the three regions. Bus and netwark use inthe ather two
regions iz more establizhed and harder to dizplace, though Ethernet shares there alzo are expected to increaze, YOO says www.ailc-corp.com






